AD Cloud | Command and control

AD Cloud provides a dedicated command and control
module with plug and play capabilities for autonomous
drone operations. It also, of course, caters to currently
allowed manual operations.

White paper

The module is designed to work alongside FAA advisories, alerts and restrictions and obtain automatic authorizations for flights during the mission planning phase

LAANC enabled
manual UAV
operations

In this white paper, we’ll illustrate the salient features
that give AD Cloud an edge in planning, managing and
executing complex, manual UAV missions.
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1 LAANC enabled C2
LAANC or Low Altitude Authorization and
Notification Capability is a framework that
allows for UAV mission authorizations
through the FAA. The aim is to integrate UAV
operations into the National Airspace.
The framework is provided as a service
because of FAA and industry partnership,
and permits automatic authorizations of UAV
missions.

The AD Cloud is a smart hybrid cloud uniquely
designed for aviation command and control
(C2), specifically built for unmanned assets
that include both air and ground/amphibious
vehicles.
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AD Cloud’s Command and Control (C2)
module, where missions are planned and
executed, is LAANC enabled.
The C2 module has industry-leading
capabilities, including livestream video and
telemetry, advanced data analytics and a
ubiquitous cognitive system that enhances user
experience by providing timely insights.

It is a dynamic cloud, leveraging mobile
edge centers and LTE communications with
blockchain technology to control and analyze
data from UAV operations. This provides
redundancy and data protection to ensure
uninterrupted, secure coverage.
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2 Mission Planning
The mission planning module in C2 allows for
both manual and autonomous UAV operations.
Currently manual missions are allowed by the
FAA. You can specify a map area to set up
a mission, get LAANC authorization, launch
the mission and monitor it till it has ended.
The artificial intelligence Spartacus informs
you of any and all restrictions, environmental
conditions and other authorizations as it
generates mission options.

With secure, two-way connectivity between C2
and FAA data sources, operators are assured
of compliance with advisories, restrictions
and other mission-relevant restrictions. As
such, most missions are planned optimally
and authorization is automatic. The service
also submits the mission proposal to the FAA,
obtains authorizations and alerts operators on
due dates and other requirements.

For certain geographic locations or for night
flights, authorization may not be automatic. The
service submits and manages authorizations
manually, alerting operators of any change in
the status of the application.

In the event an application is denied, the
operator is informed within the dashboard,
along with the reasons for denial. Spartacus
learns over time and eventually prevents such
missions from getting submitted when possible.
As such, mission efficiency rises with usage.
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3 Flights
The mission planning module in C2 is designed
for an enterprise scale. Accounts are grouped
by organization with certain users having
administration privileges. Every user has an
assigned role, for example ‘Pilot in Command’.
Every approved mission is an authorization
to fly in the mission area at a specified time,
date and ceiling. As such, a mission can have
multiple flights.

The flights planning service allows users
to plan and set up flights for one or more
missions. It allows selection of mission
assets and timing, along with pilot, crew,
observers and so on – meeting the application
requirements. With AD Cloud connected
drones, flight status and asset data is updated
in real-time on the dashboard.

Flights are set up by drawing the flight path
within the authorized mission area. This is
done using a precision drawing tool on a 2D
or 3D map with real-time FAA restrictions. The
service allows polygons (point-to-point) and
elliptical paths to be used to define a flight.

Flight paths can vary greatly depending on
the application. A UAV may take a zig-zag
route while spraying an agricultural plot, while
one that is inspecting a cell tower may take a
vertical spiral route in order to generate a high
resolution map of the tower.
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4 Asset management
As operations get larger for both enterprises
and individuals, specialized capabilities are
needed to manage the UAV fleet. Central
to this scalability is an Enterprise Asset
Management (EAM) system. Full life cycle
operational data needs to be available to
provide a comprehensive view to executives
and planners.

The mission planning service within AD Cloud
provides complete asset management of
all mission capital. Planners can manage
personnel, aircraft, flights, batteries, sensor
packages, payloads and documentation.
Checklists can be prepared and notifications
sent to the right users in a timely manner.

A good EAM system will aggregate the data
and perform analytics that allow customers
to glean insights and make better decisions.
Having the ability to scan historical data also
provides potential guidance for future missions.
Spartacus is at the forefront of these features.

In addition to advising on mission viability,
getting authorizations and providing mission
alerts, Spartacus also provides insights on
active, operating and in-maintenance assets,
so operators can get detailed information and
insights on the health of their UAV fleet.
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5 AD Cloud connected aircraft
Although currently FAA authorizations are
limited to manned missions, the mission
planning module can still provide industryleading capabilities by deploying connected
hardware. AD Cloud connected drones provide
sensor and telemetry data that is streamed on
the dashboard. The experience is significantly
improved over local data collection methods.

Just like UAVs, individual sensors and
batteries may also be IoT enabled. Notable
are connected payloads, where cargo can be
blockchained, thereby providing a greater level
of transparency and security to all concerned
parties. Food and life-critical deliveries are a
prime example of blockchained payloads.

Shown above is an asset management view of
an aircraft that has been designated airworthy
by the system. The screen indicates that the
aircraft is currently in flight, along with its vital
statistics. In this case, the sensor package is
livestreaming video and telemetry.

UAV operators will experience improved
capabilities when using the AD Cloud for their
commercial drone operations. The specialized
analytics, delivered through Spartacus will
provide timely insights on UAV data, so
enhanced business solutions can be defined
and delivered seamlessly.
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